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High Availability Configuration (using HAProxy)

Blue Prism Application Server
The Blue Prism Server service manages
connectivity between the Blue Prism Runtime
Resources and the database.
Interact, before porting configuration to T
subsequent web nodes.
>
N 2 T >
]
0 L SQL Server Always On Availability Group
< sQL > 0 X Minimum of 2 servers. Clients will connect
% > through the SQL Availability Group Listener.
S J
Q P

SQL Server Availability Group Listener
Listener address is used to configure HA across
Hub and Interact environment.

Web Server Cluster

RabbitMQ Cluster

Minimum of 3 servers. Each node in the cluster
is an equal peer to another node. Clients can
connect to any node and perform any operation.

HAProxy Load Balancer
Minimum of one node. Provides load balancing
B NI ey for Web Servers and RabbitMQ clusters.
DNS configured for all Web, SQL, SQL Listener,
Proxy and RabbitMQ cluster nodes.

J. COAAEDERTIE COBREFELTERLET.
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High Availability Configuration (using IS ARR and HAProxy)

Web Server Cluster
Primary web node is configured with Hub and/or

QL Server Always On Availability Group
Minimum of 2 servers. Clients will connect
through the SQL Availability Group Listener.

RabbitMQ Cluster

Minimum of 3 servers. Each node in the cluster
is an equal peer to another node. Clients can
connect to any node and perform any operation
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High Availability Configuration (using Application Gateway and HAProxy/
Azure Load Balancer)

Blue Prism Application Server

The Blue Prism Server service manages
connectivity between the Blue Prism Runtime
Resources and the database.

Web Server Cluster
HTTP Load Balancer Primary web node is configured with Hub and/or
Application Gateway. Provides load balancing for Interact, before porting configuration to
Web Servers. subsequent web nodes.

>
>
- o 1 SQL Server Always On Availability Group
+«——SQL—» — alliBs Minimum of 2 servers. Clients will connect
through the SQL Availability Group Listener.
Qo ¥ 1 A
- Q >

QL Server Availability Group Listener
Listener address is used to configure HA across
Hub and Interact environment.

RabbitMQ Cluster
Minimum of 3 servers. Each node in the cluster
is an equal peer to another node. Clients can
connect to any node and perform any operation.

Provides load balancing for RabbitMQ clusters.

Domain Name Server Can be HAProxy or Azure Load Balancer.
DNS configured for all Web, SQL, SQL Listener,

Proxy and RabbitMQ cluster nodes.
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global
# global settings here

defaults
# defaults here

frontend
# a frontend that accepts requests from clients

backend
# servers that fulfill the requests

__TI&.
o JoO0— LR HELOT DEE L. ELAILTHAProxylIZEE 570X 2 KA DEX)T4HLUN
TA—RREREEELET .

o TN AVEERTEHE. EEEFHOEET . REF. TR DION TR E N NVITUR DT ART
DEIIAVITERINETT . FOXRDEIL TR EEZLEEZTEET.
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#Example of HAPROXY config
#ANMQP loadbalancer for 3 nodes with IP-addresses 10.30.0.10,10.30.0.20,10.30.0.30
#HTTPS loadbalancer without SSL termination for 2 nodes with IP-addresses 10.30.0.50,10.30.0.60
#statistics is available at https://haproxyname.yourdomainname.com:10001/stats with adminname:adminpassword credits
global

log /dev/log locale

log /dev/log locall notice

chroot /var/lib/haproxy

stats socket /run/haproxy/admin.sock mode 660 level admin expose-fd listeners

stats timeout 30s

user haproxy

group haproxy

daemon

# Default SSL material locations
ca-base /etc/ssl/certs
crt-base /etc/ssl/private

# See: https://ssl-config.mozilla.org/#server=haproxy&server-version=2.0.3&config=intermediate

ssl-default-bind-ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE -
RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305 : ECDHE-RSA-CHACHA20-P0OLY1305 : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES256-GCM-
SHA384

ssl-default-bind-ciphersuites TLS_AES_128 GCM_SHA256:TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256

ssl-default-bind-options ssl-min-ver TLSv1.2 no-tls-tickets
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defaults
log global
mode http
option httplog
option dontlognull
timeout connect 5000
timeout client 50000
timeout server 50000
errorfile 400 /etc/haproxy/errors/400.http
errorfile 403 /etc/haproxy/errors/403.http
errorfile 408 /etc/haproxy/errors/408.http
errorfile 500 /etc/haproxy/errors/500.http
errorfile 502 /etc/haproxy/errors/502.http
errorfile 503 /etc/haproxy/errors/503.http
errorfile 504 /etc/haproxy/errors/504.http

frontend stats
bind *:10001 ssl crt /etc/haproxy/cert/yourdomainname.pem
mode http
stats enable
stats hide-version
stats refresh 10s
stats show-node
stats auth adminname:adminpassword
stats uri /stats

frontend main_frontend
bind *:443 ssl crt /etc/haproxy/cert/yourdomainname.pem
acl ims_acl hdr(host) -i ims.yourdomainname.com
acl hub_acl hdr(host) -i hub.yourdomainname.com
acl interact_acl hdr(host) -i interact.yourdomainname.com
acl audit_acl hdr(host) -i audit.yourdomainname.com
acl emailqueue_acl hdr(host) -i emailqueue.yourdomainname.com
acl fileserver_acl hdr(host) -i fileserver.yourdomainname.com
acl iada_acl hdr(host) -i iada.yourdomainname.com
acl interactremoteapi_acl hdr(host) -i interactremoteapi.yourdomainname.com
acl licensemanager_acl hdr(host) -i licensemanager.yourdomainname.com
acl notificationcenter_acl hdr(host) -i notificationcenter.yourdomainname.com
acl signalr_acl hdr(host) -i signalr.yourdomainname.com
use_backend ims_backend if ims_acl
use_backend hub_backend if hub_acl
use_backend interact_backend if interact_acl
use_backend audit_backend if audit_acl
use_backend emailqueue_backend if emailqueue_acl
use_backend fileserver_backend if fileserver_acl
use_backend iada_backend if iada_acl
use_backend interactremoteapi_backend if interactremoteapi_acl
use_backend licensemanager_backend if licensemanager_acl
use_backend notificationcenter_backend if notificationcenter_acl
use_backend signalr_backend if signalr_acl

frontend amqp_frontend
bind *:5672
mode tcp
option tcplog
use_backend amgp_backend

backend amgp_backend
mode tcp
balance roundrobin
server rabbitl 10.30.0.10:5672 check inter 5s
server rabbit2 10.30.0.20:5672 check inter 5s
server rabbit3 10.30.0.30:5672 check inter 5s

backend ims_backend
balance roundrobin
option httpchk
http-check send meth GET uri /health ver HTTP/1.1 hdr host ims.yourdomainname.com
http-check expect string Healthy
server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s
server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend hub_backend
balance roundrobin
option httpchk
http-check send meth GET uri /health ver HTTP/1.1 hdr host hub.yourdomainname.com
http-check expect string Healthy
server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s
server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend interact_backend
balance roundrobin
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option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host interact.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend audit_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host audit.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s
server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend emailqueue_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host emailqueue.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend fileserver_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host fileserver.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend iada_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host iada.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s
server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend interactremoteapi_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host interactremoteapi.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend licensemanager_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host licensemanager.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend notificationcenter_backend

balance roundrobin

option httpchk

http-check send meth GET uri /health ver HTTP/1.1 hdr host notificationcenter.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s

backend signalr_backend

balance roundrobin

option httpchk

cookie SERVERID insert indirect nocache

http-check send meth GET uri /health ver HTTP/1.1 hdr host signalr.yourdomainname.com
http-check expect string Healthy

server webl 10.30.0.50:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s cookie webl
server web2 10.30.0.60:443 ssl ca-file /etc/haproxy/cert/root.ca check inter 5s cookie web2

ZZTIE

A—F N\ H—F, & HP—E X, RabbitMQYFRA—, ELUH 5t DHAHR—T(Ixt L TE Bl D70k =
ROV AVEFERLET
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HAProxy 5% 5 b& Tl /health ] R—U (2O T AR EEEL . THealthy ] 2R {E L THAZ LET
SignalRY—ERIFRT1vF—t v a (94T B — DY —/N\—IZTEh2) #ERALET .
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/—R TlEEH5R—2 K TR B INTLAA—R N\SUH—DFPRLREA A LET .

J. T4k TEE SNz, RabbitMQO7 Rk 7H I 88 5 1& #R (13 FA L7 LVTLIZELY . HubA IS
RabbitMQTHE R L1=7Hook DRI EREFERALET .

°* Hubf AR—5—M& 1 BQLERK: | EmE M SQL ServerZEIR L TLEEW] Z4—ILKT. B ¥ D
SQL ServerTIE<A AT IN—"TVRFT—DFMEA D LFET . =, TF—EFR—RLZ | T1—ILK DIE
WA RIREH X—U5T. FETERLIEY AT —AR—REG E— B LTS EEHRALET.
* HubA/2VAR—S5—MNEFE (SHE|EET. RAMR ] Z4—IKIZO—RN\SUH—DE R TIEE LT
RANBRZAAL. BUIGIEREZLERLET.
WindowsEREEZAE A L TLAG & &, Y—ERTHOURNANE Y L7 T)r—2 a0 T—ILEERE ITFUEAT
ZEBISI MR INTNAIELAHERLET . SEM DL TIE. TITWindowsER i 218 FA L THubZ A Ak —)L
T51%5 B LTS,

Blue Prism Interactz A2 Ak —JLd 5

Interacth\h B 115 & & AVVTH%E 3501 CInteractE AV A — LT B B AHYFET . IZHE AR
F—ILTOERIRENVETH. ROELFE A HAHYET

* Interact/VAF—5—MN&FE BQLIEH | EIE T. BQL ServerZE iR L TEEULN J4—ILR I, & #
MSQL ServerTlIELA A TI—TVRAFT—DFEMEA HLET . £z. F—EAR—REZ ]| 7—ILFD
M BTIREY R—U5T. FETERLEEY AT —ARN—RB E—HLTWBILEHERLE
El

* InteractAV AR —5—N&E (SHE|EE T. FAFR | Ir—IKICO—FN\SoH—DIE R TR E
Lf=hRh B ZEAAL. BULREHESERLET.

WindowsEREEZF AL TWAIE & 1E. Y—ERTAHOUE DB L7 T )r—a0 T—ILESEBR E (1279 R T
ZAISI AR INTWNAIEEFFER LET . M- DOLTIE. TITWindowsE2 EE #{# A L TlnteractZ A A
F—ILd %175 BB L TEELY,

AVAN—IVERER TS

1. ZEMBFIEIR >STHOTIVAN—ILEE R LET . M OWTIE. TITHUbOW I E 1B XY
[T Interact 7594 %A VAR —I)LT 5155 B LTS,

) FAN—REGERAT BB T AT —TURS— DR MEA N T BB EHBYET .

2. Automation Lifecycle Management( ALM) 72 & #8 & AME B 352D DTS5 1 0E A AR —ILL T
AV RE M HELET

3. BEOERMNTE T LS. HubMSag 7o LET .
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b I u e p rI S m Hub#& &UWinteract 4.7*55?52%*5)?&%’(;

Web/ N\ 1o T4V TR TEETRBHHTH

HubZEf=(InteractE AV Ak —JLL 1= . ¥ I WebH—/\—D& H A+ DWeb/\ AU TAU TR E T B—
N—BRTRER]| AT avBTIAINS TEHITLBYES . B OF AMUBE ICESTIE, COATavNE
BHARLEIEIIGELIHYVET . @B —RMULEE R TIE. COFTLaE#EHICLET.

/. BEORMITONTIE. TEBHH R OX—T1ES BLTUEL,

P—N—BBRER]|ATLEENITTDHITUE. REETLES .
1. J® ¥ DWebH—/\—TlInternet Information Services( [IS) ¥Rx—Ur—&FEET .
2. EmINarTH—\—RZERL. YAFIZEREALTHS. B ELGWebYAFEEIRLET
3. TPO2av]RIVT. IMMUTAVT&29)9oLFT .
HAR A TA T FATATHR REINET .
T 8RL. ®E.]JE7)VILET.
WESAN A TAVT|FAT7OTHRRENET .
H—"—RBBRER]ATaEFTIL. DKIEVIVILET .
BALCA1 &0 )vILET .
7. $RTOHub/Interacth Ak TCHTOLRE#EYIRLET .

H

o o

Commercial in Confidence Page 14 of 24



blueprism S A il bl

AOVTME Sz )a— 3y

M H OWebH—/\—1E L ASE T LT=o. LT DRYT+%FE AL T, Hub&interactZ & $#) # WebH—
N—RAES AT AMAICERBLEY. COERES ] A& B OF LU \WebH—/\—RAM EE L1
TEFET.

RDIEF TEITT 2D EMNHB3DNDPowerShell RVTH BiHYET .

1. functions.ps1 5} & PowerShellD# BE E & LRIUTH (H D2DODRVVTTEH) -
2. prepare.ps1 = ¥ DWebH—/\— KRR ZH#E 5§ §51=bDRY)Tk .
3. setup.ps1 1B N DWebH—/\—RRXFZHE K 375DV Tk,

ZNBDRY) T EBlue Prism Data ProtectorZ . & # DWebH—/\—RRk DT4)LF—( C:\Scripts?E &) (23
E—LFET

[ BIZEEE LL TPowerShel#E T LET .

p
EER/E
° prepare.pslRVTr DINGA—A—,L THEB X FHNEETIHEE (X ARSI IL—TIRFT—%15
ETIHENBYET .
° HREINIDNSOAVIRZEFERATEEE . & T7I)7r—2avDRA & ([FA—R N\ H—DT 54
R—LIPEREETOILELIHYFET .

/. DNSHYE B TES ., KRR I7/LAME FA SN TLVBIE & [&. & WebH—/ \—R Rk DRRL 77
AIVERHITILENDYFET .

* Blue Prism HubZEf=I&InteractZ# 4 Ak —)LL 1= . ¥ # WebH—/\—D& YA+ DWeb/\ 1T«
VOHRET. BB BRER| AT avhNTIHISTERILYEST. COFTaviE. kI
TEHELELHYET .

o B —RILRAMLVER B ITHEHDTTR AL WebHF AR DHY . TRTHHITR AT
AR H—REEBAEF-IIE—DIIAEFFEALTNDIE S .

‘g, Nl Hubélinteracti® 5 M+ — B LIk 7VTTY

e AW -RLFAMERHBLGWEB DY TR AU WebH AR DHBY . FRASVIZR T BEE
BHEIDDEE -

o B -BEITEHZHIRALUWebH AT, RILRAMVERFITEHITRA(VE KA E
HEBLGWHITRAMUDEH HDIES .

Q B —BERTRER]AT VL, Internet Information Services( IIS) I_—v—TE R
TEET. FEMICONTIE. TWeb/\ MO TAUTEREEZRFHTDRIDR—2 1S B LTS
L\Q
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\ BLY 7% HAR
blueprism B Rl sy

Functions.ps1 A1) 7k

DRI IZIF. prepare.ps1 AV Tk L Usetup.ps1 AV T TlE A ShbPowerShellD# BE HF T
BiShET.

PowerShell (D &E
functions.ps1 2217k Z[&. PowerShell DX O BE V& FhET .

PowerShellD# &k &% BH

Convert-Guid GUID%BIue Prism Hub/InteractA > Ak —JUE R AME R SN TLVBL T R
R)RRDIDIZE ] LET .

Install-Dependencies PowerShell B2 a—/)LDA VAL —)VERE RIL L. /\Wwr—2T0\(5—%
EBRLET.

Install-WinFeature WindowsD#E gEZF A A —ILLET .

New-Site HRBISHAMBLUTIVr—30T—ILEERKR L. SEBAZE %4 B F1=54
UIR—h LT BRIV — 3 T—IIA T E R ELET .

New-HostedService WindowsH—ERXEZE R LET .

New-Password BHIEEINEH TIUELEIINRT—REE R LET .

Remove-HostedService WindowsH—EZXZHIBRLET .

Remove-Site ISHAR BLUTIVr—ar T—ILEEIBRLET .

Set- A—H—BIUTI—T AV AR —IILENTNBEEBZE DTS5/ R—k F—

CertificatePrivateKeyAcl IO ZHRELET.

Set-FolderPermissions TAIWE—ET7A U TR RIZ R ELET

Set-Logging AT OOTLARIEER ELET

FunctionsXA9') T+ %E 1795

Functions.ps1 A2k [dPrepare.ps1 AV TR IZEH->THE U Sh. BRI (TR TITE2DE (EHYEEFA. RY
YTh DETIZDLVTIE. Prepare.psl AT R DR—U%S B LTESLY.
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Prepare.ps1 X7k

prepare.ps1 227k [&. Authentication Server. Hub. Interactiz EQF7 T )r—a0 bS5 ¥ DWebH—
IN—TRRAR L TIRTOEFEETLET

F9 [Eprepare.ps1 AV Tk % & ¥ DWebH—/3\—7K Xk ( Hub&interacth'Blue PrismA Y Rk —5—hb A
A —ILENTI5FT) TEITITILELIHYFET.

(. Ff=. C:\ScriptsT# /LA —IBlue Prism Data Protectord i B TF . ZODY—I/LMEE # [SDLTIE. TBlue
Prism Data Protector'y—/)L1%% B L TS0,

/1 prepare.ps1AZYUTk L. B DWebH—/\—DE K IE A I 577(IVEE R LET . H ATALIMY
DY A XIFHIB00MBTY . CORYYTNEEITT BRI, 1GBUL L DEETARIBRENHDLLTER
L TLIEALN.

1% gE
prepare.ps1RVVUT (L. R OB EEFIRHELET
o LURMNMIST—AEIEL. LORMN)T7AIVEERLET
° FEBAEZIVRR—FLET.
o THIr—avb—ERFEHLETS .
o TAR—RDBITEETLET.
° appsettings.json 77 ILDTONTAEEBLET .
o FIVr—2avb—ERDI—k TAHINF—EEMLET .
* variablejsonZ7MIVEE L. ThET—RELTRYAHET .

INGA—R—
prepare.ps1RVUTNIZIE. RDINGA—RZ—HEENET .

-HubCacheConnectionString Blue Prism Hub Distributed Cache T—2~A—X M i 3L F
FEEELFET
NIZIFAT RAEITIN—TIRF—DEME. FEITERLIzT—
AR—2% (HubCache) N E T,
-AuthServerCacheConnectionString Blue Prism Authentication Server Distributed Cache7—%
R—ZDEHMX FIIEHEELET .
CNIZIFAT A ITIN—TIVRF—DE e FEITERLIzT—
AR—R% ( AuthenticationServerCache) h\h & TY .

-InteractCacheConnectionString Blue Prism Interact Cache T—2R—X~D 5t XX F 5| 15 &
L’i’a_o

CNIZIEA AT IL—TYRF—DF e FEHTHERLIZT—
RAR—2% (InteractCache) Hib E TY .

-Includelnteract/\oA—3—3, & HBIGE . COINTA—3—%
SO EIHBYET. 5l A OHUDLDAZE[FET D5 E
T BEHYFEA.
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-DataProtectorPath % 17 9] B2 742 Blue Prism Data Protector~®7JL/A\RZEIE E LE
9,
-Includelnteract fth OWebH—/\—R Xk [ZaE—3 %Blue Prism Interact®)T—

ABLVTFAIERE TEIDLELNHLIEEIEELET .
:(D/ SGA—B—(FATL a0 TY . COINGA—E—FE FE G
B RVITFDEEEZ THDIFHUbDHTT .
Prepare RV T #E 1795

S CORYITNEETT BRI, 1IGBU L DEETARIBENHAH LR L THIZEL.

1. ¥ DWebHY—/\—HRZAk T, EIEH LL TPowerShellZETL. AP)TF BMEFEINTLNETAIL
B—IZTaL O )EZEBLES . Hi:

cd C:\Scripts

2. PrepareRVVTFERITLET . /\TGA—4—FIDR—V VAR R R EN TS/ SA—E—DFF M %15
ETHILENHYES . RVVT- OB ZLUL T ITRLET .

Blue Prism Hub&Blue Prism Interact®@ifi A Z A Ak—JLL . SQLEEFEZFE AL TLSIE S :

.\prepare.psl °

-HubCacheConnectionString 'Server=aglistener.domain.local;Database=HubCache;User
Id=sqladmin;Password=StROnGP@sswOrD;MultiSubnetFailover=True;"

-AuthServerCacheConnectionString 'Server=aglistener.domain.local;Database=AuthenticationServerCache;User
Id=sqladmin;Password=StROnGP@sswOrD;MultiSubnetFailover=True;" °

-InteractCacheConnectionString 'Server=aglistener.domain.local;Database=InteractCache;User
Id=sqladmin;Password=StROnGP@sswOrD;MultiSubnetFailover=True;" °

-DataProtectorPath '.\BluePrismDataProtector.Console.exe' °

-IncludeInteract

Blue Prism Hub®D& & A A —JLL. SQLEREZFE AL T35 4 :

.\prepare.psl °

-HubCacheConnectionString 'Server=aglistener.domain.local;Database=HubCache;User
Id=sqladmin;Password=StROnGP@sswOrD;MultiSubnetFailover=True;"

-AuthServerCacheConnectionString ‘Server=aglistener.domain.local;Database=AuthenticationServerCache;User
Id=sqladmin;Password=StROnGP@sswOrD;MultiSubnetFailover=True;" °

-DataProtectorPath '.\BluePrismDataProtector.Console.exe'

Blue Prism Hub&Blue Prism Interact®ifi 5 24> A —JLL . Windowsi2SEZE AL TL\BE 4 :

.\prepare.psl °
-HubCacheConnectionString 'Server=aglistener.domain.local;Database=HubCache;Integrated
Security=True;MultiSubnetFailover=True;"
-AuthServerCacheConnectionString 'Server=aglistener.domain.local;Database=AuthenticationServerCache;Integrated
Security=True;MultiSubnetFailover=True;"' °
-InteractCacheConnectionString 'Server=aglistener.domain.local;Database=InteractCache;Integrated
Security=True;MultiSubnetFailover=True;" °
-DataProtectorPath '.\BluePrismDataProtector.Console.exe' °
-Includelnteract

Blue Prism Hub®D& & A Ak —JLL . WindowsZRiFZE AL TL\SIE S :

.\prepare.psl °
-HubCacheConnectionString 'Server=aglistener.domain.local;Database=HubCache;Integrated
Security=True;MultiSubnetFailover=True;"' °
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-AuthServerCacheConnectionString 'Server=aglistener.domain.local;Database=AuthenticationServerCache;Integrated
Security=True;MultiSubnetFailover=True;"' °
-DataProtectorPath '.\BluePrismDataProtector.Console.exe’

prepare.pslRVUTLEE1T9 5L RHOF| A TEHKIIARVET
o EESNETIVI—arar Ty, SEBAE . LY AN IFANEE L T7AINITHIVE—NRY)T
b IAIAA—ITRTFSNELT=.
o BRIVTNITMHBBTRTDEEZE L. AUV TR TAIVF—H Dvariables.json 771 JL.

3. R DWebH—/\— KRRk £ DRYTE T WVF—2 K%, B L& WebH—/\—RRM ZaE—LE
. RUETALORVEE & (1=Z(XC:\Scripts) ZEHLET .

R DATYFIZDNTIE. Setup.ps1ZAVTR R DR—T %S BB LTSN,
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Setup.ps1 A9 Tk

setup.ps1R2Tk [&. prepare.psl RVVTH [ZE-TE B INE=F7T)r—a0 Dk 7T R EEITL
9.

setup.ps1RAVVUTh &, &0 A48 B IZH 58 11 D& WebHY—/\— KRN TETTE2LEINHBYET . Web
H—/N—DRAN [E. AR E S R—ULIEE B INTOBRNIIREHE DV I D7 TR ETIHELHYET .

setup.pslRAVVTFE2E T T5E RAIMERH TESLSITHYFET .
o AUR—bLIEEBRE LLO RN T7A)L.
°© AVRR—)LLT=b B Windows D B &1& | § T
° R DWebH—/\—RAF TR BLVB R LI-TRTOT7T)r—avd—EXR.

‘g, setup.ps1 AT (L. Prepare.psl AV Tk R—U 1712 B FIEET T R IZOHFAERIT TEET .

% Ae
setup.ps1RAVUT (X R OB EEEIRELET
o LYRMNJTFAIDAR—
o AEBAEDIUER—b.
o FEBAZEDNTSAR—F—DFF A& TE -
* Windows Dt BE HXUR & DA Xk —)L.
o THIVF—HEEDERK . BEUTIVr— 3o ToY0OME .
o LIRTIZZORR—b ENF=F RTOT7T)r—2 3t TBISHA - DIERK .
o LURATICTHORR—k SNz RXRTOY—ERIZH §5WindowsH—E XD AL -

INGA—R—
setup.ps1RVUTRIZIE. R DISTGA—B—DE FNET .

"

-Force ITRTOYAEH—ERDBERZEEHI LET

‘E-Iﬂllzl

Setup RV TREE T35

S RDVTREE T T BRI &) DWebH—/\—hSHZOH—/\—[ZC:\ScriptsZatE—L TL\A I EEFE R
LTLZELY, &=, 1GBUL E DEETARIB ENHHIEEHE R L TZE0N,

1. FEEFLTVGEWME & 1L ROVTRET7MIVES 33771'11/)70—( C:\Scripts) #& ¥ DWebH—/\—h5
ZDWebHY—/\—|zaE—LFET.

2. PowerShellZ & E & ELTETL. ROUTMETFAIIIAE—ENT=THIE—ZTAL O )EE B LE
9.

cd C:\Scripts
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3. SetupRVVTHEERTTEHHEE . BIMO/I\SGA—E—FEEETILETHYFELA. fil:
.\setup.ps1l

ZDRI)TE HWebH—/\—%1E E 3516 R2)T+ DE1TIZITEERE AHDWET
4. BREADELEIMDOWebH—/\—T. COTOERER YR LET.

[, setup.pslRYT DEATH ITTIS—HFLELIGE L. -Force/\TA—3—%4FERALTEEERTLE
C

.\setup.psl -Force

KRR RV T O

WindowsZR EI #1F Fi 3515 & L. BN OWebH—/\—HE LR EINTWAIEEH R TINLELHYE
9. WebH—/\—T., WindowsH—ERT7HIU DR EFEHFDIEEHERLET .

o WMWELITAE D .
o ISTTUr— 30 T—ILE DFREIE.
* HublZ&k>TAV ARk —)LENT=WindowsH—E XDFf & ¥ .

RabbitMQTAMQPS( Advanced Message Queuing Protocol - Secure) Z# AL T35 & . 77)5—3
> J—)UIZRabbitMQEE BA & DEF Al 21t 5 4 5 B AHYFET .

HMIZOLTIE. HubA AR —ILA AR D' WindowsEE SE #{E FH L THubZ A > Ak —IL3 % | T RabbitMQ%
AMQPSEE A9 5155 BB L TZELY, &6, InteractE AV A —ILT 515 & (X, Interactf VAN —)LAAK
DI WindowsiR i &% A L Tinteractz 4> Xk —)L9 %1 &I RabbitMQZAMQPSEE A 945125 B L T
=0y,
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b I u e p rl S m Hub;BJ:UInteracté.%g,ﬂﬂg%ﬁgﬁ;:f;g

BA AERREZTANTS
25 PRV IR S M AL AR T L=, 1% 3 25 B S % [SB fE 5 BT L7 RM T AR B ABYET
ShITlE, BT DR AT LET

1 B IR AR A A IE B CENEL TR B LES .

a. Hub® ¥ & £L TBIlue Prism HublzA%Z' 4> L. Prism7O774IL] 742 %0 )yIL T, BRE]
=20 BREEBR |V )ILET.

REEEB|R—UHIRTINET.
b. Blue PrismT—3~R—ZE2A)LD B#H ] T7AAU(A) #9)vIL T, HUbIRE DX 1—¢LiEHRERE

HLES.
Digital Workers&Fa—#IFE B ICE #H L FL =] AvE—U MR REINES(B) -
Settings > Environment management 07 v Ejeﬁj::lsﬂfcgg‘;hrwmers and

Environment management

Here you can see your configured database connections, and also add new ones.

Connected environments

Sandbox

TANTAERF & COWebT S5 —01 R &R LR TLIEELY.
2. Y—N\—EEEVIal—13arT %!
a. P2RA—MA ME M WebH—/\—®DULVF AT, Internet Information Services( IIS) YH—v—
FRHE. —\—ZEFLELFET. INTH—N\JEFZIIaL—aVLFET .

b. HUbBREIR—Ir—]|R—CEFRRLTWNVAWebIT SO —o( R IIZRY. BEFH]7A40%
BEY)ILET.

BIEZBEMIT5=8. Digital WorkerséFa—%IFE B IZE #FH L FL -] DAYvE—U MR R
SNDET. FMOFEFHIE THEHLIHINDEEHIHYET .
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3. Y—N\—DBEEH LA OY—N\—DEEEIaL—aLFET.

a. Internet Information Services( [IS) IR_—Iv—T. ATYI2aTE L LF=WebH—/\—%i B L
EX P

b. 95R%—KN D& ¥ DWebH—/\—( & #) DH—/\—) T. Internet Information Services( IS) ¥
PO r—EHE. —N\—FFE L LFET.

c. HUbRBEIR—Tr—]|R—TCERRLTWNEWebISUH— R IIZRY. BH171a0%
BEIIILET.

EHICKRBMLELIEZ] DAVE—UHARTREINET . BE (X —/\—ZUYBZRDOER D

BOEEMNRRETY .

Sar? v dii x
Settings > Environment management s Refreshing digital workers and
queues failed

Environment management

Here you can see your configured database connections, and also add new enes.

Connected environments

Hub Sandbox

Database name: HubDB:
Server name o IP address: BP-SANDBOX

d. BB FTHS. BEHITIVEBE I IVILET .

ERBICEHFINFELE]DAVE—UHARTEINETT . TNTHEH KB LAV E—UHKRT
SNDE AL COFIEZERYVELETS .

4. TAMEETLET.

a. Internet Information Services(IIS) Yf_—Lv—T. AT YI3bTE IE LI=WebHY—/\—%FEFH L
EXE
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=S

AT 274UE. SNBDRAYTRERITUERB R ELTERSNET . AV 7/ IUER DR X THER ShE
ER

<SYSTEM DRIVE>\<SERVER HOSTNAME>.log

f5: C:\webserver.log.
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